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ROUTING AND RECORD SHEET

SUBJECT: (Optional)
Proposed Computer Security Act of 1987, H.R. 145
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C/1SG ‘ ’V% ﬁ Attached are two information
L papers on H.R. 145. One outlines
ISSD's concerns and the other

outlines the purpose and content of]
the new law.

ISSD has previously articulated
its concerns regarding this bill.
The first comments were made when
the bill was known as the Brooks
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HR 145 COMMENTS

° The Information Systems Security Division (ISSD)
reported the following concerns to the OS Policy Branch
concerning HR 2889 in November 1985. Since HR 145 is
essentially the same as HR 2889, these concerns remain
valid for HR 145 today.

° ISSD has reviewed the sections of HR 145 concerning
computer security. In reference to Section 5 of the
bill, which describes the mandatory training
requirements for Federal agencies, we believe the
Agency must be able to continue its own strict
mandatory training program in computer security, which
is more rigorous and stringent than other government
agencies. As long as the bill imposes minimum
standards only for training, it should not affect the
current Agency training procedures.

° In reference to Section 2 of the bill, we have serilous
reservations with providing copies of ADP security
plans for the Agency's unclassified systems to NBS and
NSA for advice and comment, with an approval/
disapproval action by GSA. The major unclassified
system in the Agency is the IBM/VMU system residing in

g¥ﬁ$ the Center, which requires specific procedures
STAT [ for allowing system access. Additionally,

there are a number of personal computers that are used
throughout various Agency components in an
"unclassified" stand-alone mode. We believe that it
would not be in the best interest of the Agency to
publish and disseminate security procedures for these
systems, particularly to uncontrolled environments
within multiple agencies.
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HR 145

Computer Security Act of 1987

Purpose

To improve security and privacy of sensitive information in
Federal computer systems.

Content of HR 145

° Assigns NBS mission of:

- developing standards, guidelines, and associated
methods (excludes national defense and foreign
policy systems already covered by an Executive Order
or other Act).

- performing research and conducting studies on
vulnerabilities and security techniques.

- coordinating with DOD, DOE, NSA, GAO, OTA, and
OMB and assisting the private sector.

Authorizes Secretary of Commerce to:

- promulgate standards and guidelines.

- establish a “Computer System Security and Privacy
Board" to identify emerging safeguarding issues,
advise on security and privacy issues, and to report
findings to the Secretary of Commerce, Directors of
OMP and NSA, and Congress.

° Requires mandatory periodic training for all persons

involved in management, use, or operation of Federal

computer systems processing sensitive information.

° Requires operators of Federal computer systems to
identify systems that contain sensitive information.

Establishes requirement to develop security plans for
systems that contain sensitive information.
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OFFICE OF THE DIRECTOR

2 September 1987 -
Office of Security

TO: DD PTS
C/{SG /,/' /}CﬂMJ

SUBJECT:  computer Security Act of 1987

Wayne/Susan:

I need to know your concerns. Also share them

with Office of Congressional Affairs.

Att

.
.,
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law doesn't help norprofit or C
_ment entities and the very law itself
depends sbsolutely o} the o

‘The authorization to into
the Historic Preservition Pund expires
at the end of this flacal year, on Bep-
tember 30, 1887—less than 120 days
from now. H.R. 174¢ would simply
amend the Historic Preservation Act
and extend the authorization for
income into the Historic Preservation
Pund from 1987 to 1992.

Mr. Speaker, 1 would be remiss I I
did not polnt out the disappointment
of mysel! and other committee mermn-
bers at the level of appropriation that
has been provided especially in recent
years under this authority. The ad-
ministration posture is very dissp-
pointing. requesting zero funding year
after year, it has therefore been an
uphill fight for the Congress to keep
even limited funding in place. “This is
ironic when we look at the important
work that we depend on States and
local government to do the certifica-
tion of historic preservation Federal
tax credits. the surveys of historic re-
sources and sites, the creation of State
historic preservation plans. Some
States have even threatened to sban-
don the cooperative venture becsuse
of the national government{ mandates
without the funding commitment jus-
tified to help schieve such State ful-
filled tasks. Fortunately to date the in-
trastructure remains intact. As we re-
authorize this Historic Preservation
Pund hopefully we will recommit our-
selves the Congress and the adminis-
tration to the basic commitment and
promise of the 1966 Nationsl Historic
Preservation Act. R,

This legislation should be enacted to
help ensure that our past will not be
Jost. now or in the future. Mr. 8pesk-
er, 1 urge adoption of this measure to
make certain that the Historic Preser-
vation Act has some fuel in the tank
to keep the engine running for at least
the next few yvears.

Mr. MARLFNEE. Mr. Speaker. I
yield myself such time as 1 may con-
sume.

Mr. Speaker, I rise in support of
H.R. 1744, that would extend the su-
thorization of the Historic Preserva-
tion Pund through 1992. Rather than
listing all the ressons of why this bill
should be given approval by this body.
Jet me highlight only one point. This
entire bill i only one sentence long
and it allows s current program to
remain in law until 1992. The adminis.
tration does not oppose this even
though they hsave recommended zerc
funding in their last several budgets.

. There have been many socomplish-
ment in protecting and keeping our
past available for everyone $o enjoy.
This has been done not only through

muvw! lax
Ouvein-
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from Arizons [Mr. Unmair]
of the full committee, and
men from Caltfornis [Mr. LAGOMAR-
srxo0), the ranking minority member,
on a bipartisan basis.

1 want to thank the gentleman from
Montans [Mr. MarLExrz} for 'rising
and being in support of this measure. I
hope the House will act on this meas-

ure.

Mr. MARLENEE. Mr. Speaker. I
yield mysel! such time as I may con-
sume to commend the gentleman from
Minnesota [Mr. VENTO)} and the gen-
tieman from California [Mr. LAGOMAR-
sINO). who has & very great interest in
this piece of legislation. I think they
have done a superdb job with the hear-
ings. and 1 recommend passage of the
legislation

Mr. Speaker, I yield back the bal-
ance of my time.

Mr. VENTO. Mr. Speaker, I have no
further requests for time, and i yield
back the balance of my time.

Mr. SPEAKER pro tempore. The
question is on the motion ‘offered by
the gentleman from Minnesota [Mr.
vexTol that the House suspend the
rules and pass the bill, HR. 1744

The guestion was taken: and {(two-
thirds having voted in favor thereof)
the rules were suspended and the bill
was passed.

A motion to reconsider was laid on

the table. Hf /45

COMPUTER SECURITY ACT OF
1987

Mr. ROE. Mr. Spesker, I move 0
suspend the rules and pass the bill
(H.R. 145; to provide for a computer
standards program within the Naticn-
a) Bureau of Standards, to provide for
Governmentwide computer security,
and to provide for the training in secu-

rity metters of persons who &re in-

volved in the management. operation,
and use of Pedera! computer systems.
end for other purposes. as amended.

Thne Clerk read as follows:

HR. 145

Be il enacted by the Senate end House of
Represerlclives of the United States of
Amence sn Congress Gssembled
SECTION 1. RHORT TITLE

This Ac! mav be cited as the “Computer
Security Actof 1987
SEC 3 PURPOSE

ta’ I~ GENERAL —The Congress declares
that improring the security and privacy of
sersitive informetion in Fedeval compuler
sustems & tn the public tnicrest and heredy
ereaies € means for establishing minimum
ecoepleble security practices for such sps-
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tion 111(d) of the Federul Property and
ministrative Services Act af 1948

{3) to require establishmen! af secu
plans dy all operators of Federal comp
systems that contain sensitive informal
and

14/ to require mandatory periodic trair
Jor all persons tavolved tn manapement
or operation qf Fedcral compuler gysi
that contain sensitive tnformatlion.
SEC. 3 ESTABLISHNENT OF COMPUTER STAND:

PROGRANM.

The Act of March 3, 1901 (15 USC. |
278h), is amended—

(1) in section 2if), by striking out “and
thr end of paragraph (13), by striking
the period al the end of paragraph (18/
inserting in liex thereof ‘s and”, and b;
serting after such paragraph the followin

*720) the study of computer systems
that term s defined in section 20(d) of
Act) end their use to control machinery
processes.”,

(2) by redesignating section 20 a» sec
22 and by tnserting afler seclion 18 he
dowing new scctions:

«src. 20. (o) The Nalional Bures:
Standards shall—

*(1) have the mizsion of developing st
ards, puidelines, snd sssocialed mel
and technigues Jor compuler systems.

“(2) except as described in perograph
af -this subsectiorn fivelaling o sect
standards), develop aniform sicndanls
puidelines for Federal compuler sysk
except those sysiems exciuded by sec
2315 af title 10, United States Code, or
tion 350212/ qf title €6, Uniled Stales C

“(3) have responsibility within the Fed
Governmen! for developing technical ®
apement. physical, end wdministro
standards ond gpuidelines -for the cost-e
tive security oad privacy of sensitive i7
mation tn Federal computer Sysi
except—

“(A) thosc systems ezcluded by sec
2315 af tille 10, United States Codc. or
tion 3502(2) af title 44, United States C
and )

“/B} thaose systems which are protectal

. all times by procedures established for ir

mation which has dbeen specifically au!
ized wnder criteric established by an Ex
tive order or an Act af Congress to be
secre! in the interes! of national defens
Jorewmn policy.
the primary purpose of which standards
guidelines shall be to control loss and a
thorized modification or disclosure Of 8¢
tive information in such systems and Lo
ven! compuler-related fraud and misusc.
“(¢) submi! standerds and guideline:
veloped pursuant o paragraphs (2/ anc
of this subsection. glong with recomme:
tions as (o the extent to which these sh
be made compulsory and binding. to the
retary of Commerce for promuloation ¥
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end puidetines devedoped
mn:.m.mmwmmm
Ourough research exd Moisow with other por-
ernment and privele

apencies.
~b) Mn Julfilling subsection fo) of this sec.
fNon, The WNafiowal Bureas of Stendards i3

axthorized—

1) to estist the private peclor, upor ve-
quesl, tn uwring end applying The results of
the programs end achvilies under this sec-
fwon”

w2 80 make recommendalions, o3 Gppro-
priaie. 3o the Administrator of Gencral Serv-
ices on and regulations proposed
pursucn! to section 1171d’ of the Fedeval
Property and Adwintistrative Servicer Acl of
1948,

*43) os requested. to provide to operalors
of Federul compuler Sysiems technical as-
nslance in tmpicmenting the standards and
guidelines promulpated pursuan! to section
1114d @f the Federal Property end Adminis-
trafive Services Act af 1943,

~4) to assist. &s appropniate. the Office of
Personnel Manopemen! in developing regu-
lations pertgining to troining. o required
by section § af the Compuler Securily Act af
1942.

“(5) to perform research and (o condxet
studics. a3 meeded, to determine The moture
and exlen! af the vulnerabilities @ and to
drrise technigues Jor the cost effective seCu-
rity and privacy of sensitive information in
Pederel computer systems: and

=16/ to coordinate closely with other apen-
cies and qffices fincluding. but not limited
te. he Departments of Defense and Eneryy.
the National Securily Apency, the
Accoxnting Office, the Office of Technology
Assessment, and the Office of Manapement
and Budpet)—

- “(A7 to assTre marimum use of all exisling
and reports reluting 1o COmputer systems se-
curity snd peivacy. in order Lo avoid ¥nnec-
asery and cosily guplication of effort and

“YB) to assxre. to the MOTIMUM eTlen! fea-
sible, that standards developed pursuani to
subsection ia) £3/ gnd (5 are consisten! and
compalible with standords and procedures
developed Jor the protectiox af information
an Pederal computer systems which i3 av-
thorised wmder criteric estublished by Execu-

,:mmwnwda’wwukazt

secret in the inierest o nafional defense or
Joresgn policy.

*4c) For the purposes o’—

“(1) developing stcadards and gwidelines
Jor the protection of sensitive tnformahon
sa Federal compuler syeiems under subsec-
tions fa/(1) end &) (3}, and

“(2) performing ressarch &nd cvonducting
studics xnder subsecthion (BJ/5/,
the National Burecx of Standord: shcll
draxr xpos compuicr susiem techrnical secu-
rity guidelines developec dy the Nationgl Se
curity Agency to the exicn! that the Nalion-
@l Bunrecx of Btandards determaine:s thal
such puidelines are consisicri with the re-
grirements for protecting scnsitive informae-
tion in Federal compuler sysiems.

“id) As used in this section—

“(1} the lerm ‘computer system ' —

“(A’} means axy eguipmenl 0 iRlLrcon-
nected system or subsysiems @ equipmeni
that 13 used iz the guiomalic accuisition,
slorage, manipulalion, MLRIPEMEnl move-

“lo? velated resouveer &3 defined Uy Facnde”
Sons isned Dy Dw Administrator Jor Gener-
& Serviom pursuan! to section 111 «f e
Federal Property ad Administretive Seve-
toes Aot of 1048

Y2/ Ose term ‘Federal compuler spsiern’'—

~A) means 8 compuler system opevated by
e Federnl agency or by ¢ contraclor of &
Pederal apency or other orgpanization thal
procezses informalion fustnp & computer
system) on behalf af the Pederal Governmen!
to aovomplish o Federal function: and

(B! imcludes cutomalic data Processing
evuipmen! us thot term is defined in section
111(a}(2) af the Federel Property and Ad-
ministrative Sermees Act of 1948

“3) the Lerm ‘aperaior af & Federal com-
puter sysiem.’ means & Yederal apency. COR-
tractor of ¢ Federcl apency. or other orpeni-
zetion that processes informaliion using ©
computer system on behall of Ohve Fedeval
Goperamex to accomplish 6 Federal fune-
tion,

(4} the ierm ‘sensitive information’
means aay informalion. lhe loss, misude, O
wneuthorized access W or modification of
which could adversely affect the nalional tn-
terest or the conduct af Federal programs, o7
the prinacy to which indiriduals ere enti-
tled under section 552c of title &, United
States Code (the Privacy Act), but which has
no! becr tpecificclly authorized under crite-
rc estabhished by en Excculive order or a®
Act of Congress i be kept secret in the inler-
est of national defense or Jureign POicy. and

~(5) the lerm 'Federal epency has the
meaning piven such term by section X0 af
the Federul Property oend Administrafive
Services Act of 1945,

«gspc 21. ta’ There is hereby established @
Computer System Securizy ond Privacy Ad-
visory Bocrd within #he Depertment af
Commerce. The Secretary of Commerce shali
appoint the chairman of the Boerd The
Board shall be composed af twelve addition-
al members appointed by the Secretary af
Commerce as follomwe:

“¢1; four members from outside the Feder-
al Governmer.! who are eminen! in the com-
puter or teiecommunications indusiry. at
least one D! Whom is representetive o’ small
or medium Fizec companies in such indus-

ines

“(2) foxr members from outride the Feder-
o Governmen! who are eminent txn Ihc
fields @f computer o telecommunications
sechnology. or related cisciplines. bu! whe
are not emploved by or represeniative of ¢
producer ©f tompuier or telecommunico-
tions egutpment. and

“(3/ fou' members from the Pederal Gor-
ermmen! tohe hone compuler SHFiems mak-
agemen’ exrpenience. including eIperienoer sn
computer systems securily ené privacy. at
leas! one of whom shall be from the National
Security 4ocncy

“tb) The duties o the Board shall be—

“(1 to identiyy emerping manapenal tech-
micol aedministrative. end phynocal safe-
gucrd sssucs relative o compuler Spsiems se-
curity end prinacy.

“3; to edrise the Burecy @ Standards
and the Sccretcry of Commeree on decurily
and privacy iSiues perigining e Federal
compuler systems’ and

“(3; o repor? its nindings 1o the Secretary
aof Commerce. the Direclor of the OSfice of
Manapement cad Budpel. the Director o the

' s “’
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be " ;
and Sirse ohall ba. apointed, for ferms of.
el Lo

pUr years - gl jugghon = s
~73) any member gppolnled Jo S5 & vaces-
o in the Board MER serve for The remainder
o the term Jor which Ris predecessor was

~(di The Board Shall wel act tn D eb-
sence of & ouormm,-which shall constat @f

sever members. -
- wie) Members of the Board. other thes full-

accordance
aQf tifle §. United States Code

“(f) To provide the stafy services necessary
to asnst the Board ta carrying out ils fune-
tions the Board mgy wtilize personnel from
the National Bureax of Sicndgrds or eny
other agenrcy @f the Federal Government
with the consent Qf the head of e apency.

~(g) Az used n This section. the terms
computer system® gnd Federal compuler
system’ have the meawings piven in seclion
20(d) af this AcL " and

€3/ by adding at the end thereof the Jollow-
ing new secton.

“Ssc. 23 This Acl may be cited as the Na-
tional Bureax of Standards AcL”.

SEC 4 ANENDMENT 7O BROOKS ACT.

Section 111(d) of the Federal Property and
Administrotive Services Act of 1945 (40
U.S.C 759747 i3 amended to read as follows:

«{d)f1) The Secretary of Commerce shall
on the daris of standards and guidelines de-
peloped by the National Burecu of Stand-
ards pursuaal o section 2d(a’ (2) end (31 of
the National Bureau of Stendards Act, pro-
mulpate standords and puidelines pertain-
ing to Federal compuler systems, meking
such standards eompulsory and binding to
the extent to which the Secretary delermines
necessary to improve the efficizacy of oper-
ation ©r decurity and privecy of Federal
computer systems. The President may gisap-
prove or mod{fy such slandcrds end puide-
lines if he deterseines 3uch ectiox to de iR
the public interest The President’s euthor-
ity tc disapprove or modify such standards
and puidelines mey no! be delepated. Notice
af such disapproval or modification shall be
submitted promptly to The Commitiee on
Governmen! Operations of the Howse of
Representatives and the Commiliee oR Gor-
ernmeniel Afcirs @f the Scnate and shall dbr
published promptly in the Federal Register.
Upon receiving notice of such disapproval
or modificelion, the Secretary @/ Commerce
shall immediately rescind or modify swch
standards or guidelines os directed by the

President

“(2; The hrod ©of u Pederol apency may
employ standards for the cost effective socy-
rity and privacy @f sensitioe information in
« Federnl computer spsiem within vr snder
the supervision of tha! agency thal ere more
stnngent than lhe standards promulgaled
by the Secretary of Commerce, i/ such stand-
ards contain, af e minimum. the provisions
af those epplicedle standards made compul-
sory and binding by the Secretary nf Com-
merce . ¢

“(3/ The slandarnts determined 20 be com-
pulsory ond binding may bc wuived by the
Secretary 0of Commerce ix wriling wpor @
determination lha! complionoe would -ad-

— Declassified in Part - Sanitized Copy Approved for Release 2011/12/15 : CIA-RDP89B01356R000200240019-2 —
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of Representotives end the Com-

regulations 141 CFR ch. 201) to be consistent
with the standards end guidelines promul-
pated by the Secretary of Commerce under
this subsection

“15) A3 used tn (his subseclion, the terms

) superviston @f that apeacy. Swch treining
shall dbe—~ - T :

11 provided in eccordance with the puide-
lines developed purruant to section 20/a/(5}
af the National Burecu of Standards Act (Gs
added by section ) af [his Acl), end ir ac-
cordance with the regulations issued under
subsection fc/ of this section for Federal ci-
vilian employees: or

(2) provided by @n glternative lroining
program epproved by the head of tha!
apency on the basis af 6 determination that
the aliernative training program s al leas!
as effective ix accomplishing the objectives
af such puidelines and regulations

b TruninG Opircrves —Training under
Lhis section shall be started within 60 davs
afler the isswance af the regulalions de-
scribed in subsection fcl. Such training shall

Vool

Vi

A

e h on
e

designed —
(1) to exhance employees' cwareness of the
. threats to und vwlnerability af compuler sys-
Lems and

12/ to ercourope the use of improved com-
o puter securily practces.
¢/ REGULATIONS. — Within sir months after
s the date of the enacimen! of this Act, the Dr-
rector af the Office of Personnel Mcnuge-
B men! shall {ssuc reguialions prescriding he
’ procedures and scope of the training to be
provided Pederal civilian employees under
subsection (a! end the manner in which
such treining is to be carried out
SEC. € ADDITIONAL RESPONSIBILITIES FOR CONM.

g_?tk SYSTEMS SECUKITY AND PRIV A-

P .
.-W—su....-, smma

(o} IpEnTIFICATION OF SYSTENS THAT CON-
TAIN  BENSITIVE  INFORMATION.—Within €
months gfler the date of enactment @f this
Act each Federal spency shall identify each
Fedeval compulter system. and system under
developmenl. which is wilhin or wnder the
supervirion of tha! agency and which con-
dains gensitive ixformation

! SECURITY PLAN. — Within one year Gfte
the dalr of enactmen! of this Act each such

t

&
}
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plan shall be transmitied ‘
Bureox f Standards and the Nation-
rity Apency for advice and commenl
mary af such plan shall be included in
the apency’s five-year plan required by sec-
2505 of title 64, United States Code
plan shall be subject to disapproval by
the Director of the Office of Mcnopemen!
and Budpet Such plan shall be revised an-
nuglly a1 necezsary.

SEC. 1. DEFINITIONS. :

As used in this Acl the terms “computer
system”, “Fedcral computer syslem”™, ‘“Opera-
tor of @ Federal compuler system”, and “sen-
sitive tnformation’, end “Federal apency”
have the meaning: given in section 20/d/ of
the Nationg! Bxreau of Standards AcCl fas
added by section 3 of this Act).

SEC. & RULES OF CONSTRUCTION OF ACT.

Nothing in this Acl or in any amendmen!
made by this Acl, shali be construed—

(1) to constitule authority to withhold in-
Sformation souphl pursuant to section 552 of
title 5, United States Codc or

{2/ to authorize any Federal apency Lo
himil restrict. regxlate, or control the collec-
tion, maintenance, disclosure. usc, transfer,
or sale af any tnformation (regardiess af the
medium in whick the txformation may be
meintained’ that i9—

(A) privately-owned informalion,

{B) disclosable under section 552 af title 5.
United States Coce, or other lav requiring
or exthorizing the public disclosure af infor-
mation’ or

/C) public domein informatlion

The SPEAXER pro tempore. Pursu-
ant to the rule. 8 second is not re-
quired on this motion. -

The gentleman from New Jersey
[Mr. Ror) will be recognized for 20
minutes and the gentieman from New
York [(Mr. HorroN] will be recognized
for 20 minutes

The Chair recognizes the gentleman
from New Jersey {Mr. ROE].

Mr. ROE Mr. Spesker, 1 yield
myself such time as I may consume.

(Mr. ROE asked and was given per-
mission to revise and extend his re-
marks.)

Mr. ROE. V:r. Spesker. Members on
both sides of the aisle have worked un-
usually kard on this bill. 1 particularly
want to acknowledge the leadership of
ManTer LTosax. the ranking Republi-
can of the full committee; Douc WaL-
GREN and Davi McCURDY. chairmen of
the two subcommittees that dealt with
this legislation: and SEEREY BOEHLELT
and Tom Lrwis. ranking Republicans
of the subcommittees. 1 would like to
pay speciel tribute to Dax GLICKMAN
whose inspiratior. &and perseverance
were the driving forces behind this
bill.

Hearings first began nesarly 4 years
ago in the subcommittee, chaired at
that time by Mr. GLICKMAN. Since
then. many others, including our col-
leagues on the Government Oper-

i
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brought about by our ever-increasin
dependence on computer systems It |
no secret that society—and especisll
the Government—has become highil
dependent on computers and the enor
mous quantities of information the:
contain. Yet the Jow ievel of protec
tion given to this information, én mos
cases, makes it vulnerable to all kind
of abuse.

1 believe these steps will go a lon:
way toward protecting the vast arra;
of information with which we entrus
the Federal Government. For exam
ple, the committee received testimon:
that computer fraud and abuse cos
the Government an estimated §1 bii
lion each year, largely because of inac
equate safeguards in various financia
and benefit systems. Another are;
that concerns me greatly is the integ
rity of air traffic contro] {nformation
The FAA sbsolutely depends on thes:
date to keep airplanes from collidin;
in the skies. Yet there is very litt)
protection from the possible crimine
action of a disgruntled person. A:
though unlikely. the consequences ©
such action could be a major alr disas
ter. We simply must take reasonabl:
precautions to sssure the integrity o
this information. b}

H.R. 145 accomplishes two objective:

-that will lead to much greater securit:

of Federal computer gystems. First, |
calls for improved training of Federa
workers in good computer security
practice. And it provides a strength
ened focal point for developing policy
and guidance for the civil agencies.

Mr. Spesker, these provisions of thi:
bill were worked out over man:
months and with great care. I believe
we have & Strong CONsSensus among

th commitiees that the bill is ¢
practical and cost-effective approach. i
recommend its adoption.

0 1320

Mr. Speaker, 1 reserve the balance of
my time.

Mr. HORTON. Mr. Speaker, I yielc
myself § minutes. -

(Mr. HORTON asked and was giver.
permission to revise and extend his re
marks.)

Mr. HORTON. Mr. Speaker, I rise ir
strong support of HR. 145, the Com-
puter Security Act of 1987. This legis
lation is the product of many month:
o! negotiations between the Govern:
ment Operations and Science Commit:
tees. on the one hand, and the admin-
istration on the other. I believe was
have fashioned s good, workable bil
worthy of the support of all of the
Members.

Many people deserve credit for put-
ting this bil! together. The chairmar
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nal spereor of thls legistation.
1 ¥ls0 would Mke to iIncdude In that
tist the White Bouse Chief of Btaff

Secretary of Defense Wil Talft, and
Office of Management and Budget D}
rector Jim Miller.

They worked hard and made it poss)-
ble for us to bring this landmark legis-
latiop to the fioor and I think we can
all de proud of our work in this
matier.

Mr. Speaker, H R. 145 assigns to the
National Buresu of Standards respon-
sibility Jor developing standards and
guidelines to assure the cost-effective

and privacy of sensitive, non-
classified tnformation in Federsl oom-
puter systems. There is no question of
the need for a prudent tightening of
computer security in the Feders Gov-
ernment. The legislation responds to
this need by requiring the establish-
ment of security plans by all operators
of Federal computer systems. It also
mandates periodic training in accepted
ocomputer security practice for all per-
sons invalved in the management, use,
or operation of those systems.

This bil} is directed toward sensitive
computer Information such as Social

such systems, both to protect personal
privacy and 1o prevent computer-relat-
ed fraud and abuse,

I want to note that HR. 145 applies
only W computer systems whick do
not ocontxin classified information
This allows the defense and intelli-
gence communities to meet their spe-
cific computer security needs ir what-

- ever manner is appropriate for them.

1 have mentioned that H.R. 145 is
the product of negotiations that led to
8 compromise acceptable to all sides.
The maln point of controversy was
which agency In the Govermment
should have primary responsibility for
setting ecomputer security standards
for systems which contain unclassified
fnformation. The National Security
Agency bas great expertise in the area
of computer security, but that exper-
tise ts marrowly focused to meet Intelli-
gence and national security needs. The
Government Operations Committee,
the Scdlence, .Space and Technology
Committee, and the administration
have all concluded that the security
responsibility for setting security

oompuhr

T 148,
mwmmwd&

velop the Governmentwide standards’

and guidelines, drawing npor the work
NRattormd BVecurity Agency.

ltlssdﬂsorytoN’B&MM
two sgencies must work together if

uammmwuu

the Government 15 to take full sdvan-’

tage of the technical resources which
are svailable betweer them. However,
it &5 my bdelief—and one shared by
both commitiees—that the National
Bureau of Standards tnust be the clear
leader when we are dealing with eivil-
ian programs.

Mr. Spesker, enactment of HR. 145
will establish a framework for oorrect-
ing the defects and lapses in oar cur-
rent means of securing Government cj-
vilan computer systems The bill is
supported by the administration.
White House and agency officials
worked closely with both the Commit-
tee on Governmen! Operations and
the Committee on Science, Space, and
Technology to achieve this compro-
mise version. I urge its adoption.

Mr. Bpesker, 1 reserve the balance of
my time.

Mr. ROE. Mr. Speaker, 1 yield such
time as be may consume {o the distin-
guished chairman of the Committee
on Government QOperstions, ihe gen-
tleman Irom Texas, Mr. Jack BROOKS.

Mr. BROOKS. Mr. Spesker, a5
chalrman of the Commitiee o Gov-
ernment Operstions, 1 rise in full sup-

port of the Computer Security Act of

1987. 1 want to commend Chairman
Roz, Congressman GLICEMAK, and the
other members of the Science, Space,
and Technology Commitiee for their
excellen{ work op this legislation.
During the 3 days of hearings held by
the Governmen: Opersations Commit-
tee, we {found that & strong camputer
security program was argently needed
to proiect the Government's comput-
erized date bases from wunsuthorized
manipulsiion and potential desuruc-
tion.

Current estimates from the Office of
Technology Assessment indicate that
over $60 biliior is spent annually by
Federal agencies to acquire, develop.
and use information technology.
While it has greatly incressed the effi-
ciency ol Government programs, infor-
mation technology hars also made the
agencies vulnerable to outside penetra-
tion by eriminal or foreign elements

H.R. 14% would correct this problem
by increasing the swareness of the
eritical imporiance of computer securi-

mwmmndu:mum
lncint.hhuuvmmeatbeu)useot

During the eommmees eonsider-
ation of the bill, concerns were raised
by a wide range of witnesses that ac-
tions by a few DOD officials under ns-
tional security decision directive 145
and the Poindexter directive were
leading to “Big Brotherism.” To allay
these concerns, we worked with the
administration to ensure that s civil-
fan agency. NBS, would be in charge
of this Important program.

i am pleased 10 say that, as a result
of our joint efforts, the administration
has glven its full support to the pas
sage of the bdill, I urge al! Members to
do likewise and vote in favor aof the
Computer Security Act of 1887.

1 als0 request permiasion $o include
at the close of my comments a Jetter
from the wery able Director of the
Office of Managemert and Budget,
Jim C. Miller 111, on this very subject
in which he sagrees with the substance
of this legislation and be adds the
fact, which we all ought {0 be aware

to give svallable technical informaijen
to the Nsational Bureau of Standards
as 2 workott of these puidelines. They

-are not obligated to de that Mr.

‘Miller points that out. It is advisory,
subject t0 the appropriate mational
board of & standards review.

‘The text of the letter referred to #s
a5 follows:

Orricz oF MAKAGEMEINT AND BUDGED,
Washington, DC, Moy 12, IS 7.

Hon. Jacx BROOKS,

progress has been made toward agreament
on & Computer Security Act of 1887. I hope
that this statement of administration views
will assist in offering consruction solutions
10 aress where further improvements are
desirabie. '

As we have reviawed HR. 145, a primary
concern s deen 0 sssurethat roles of the
Natiora] Buresx of Standards (NBS; and
the National Seourizy A&e:cy {(NBA) are dis-

oost efiective, and productive solutions. In
this regard & & the Administrstion’s posi-
tion that NBS, (n developing Federal stand-
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lines provided by NSA to NBS 117 e treat-
el # advingy ot mitrielt 8O REEWOErAte
NBS ssvirx. /In cases "whare -eivl agend
needs will best .ot serend 1y standards-that
are .pQt concistent aith NSA leohnical
gufdflines, the Becretary of Tomimeree will
have adthority ‘to issue standards that best
satisfy the agencies’ needs. At the -same
time .agencis sill pewmin the option %o -ask
for Fresideniag esies o :stanbiurts ‘ksued
by the DDepar:eem 1 LTormmaesce xhich o
nol-apeario be contitten: with ‘U :publc
interest.dncluding 1hai of OuUr DAViONR ) EECH-
rity. 1 am-«enciosing proposed ohanges Lo Lhe
presemt text ¢/ HER. XS whi¢h: are consist-
ent with'tive WBS-NSA rétglionship outlined
above antl make yeveri! mmor cimnges-timt
would 'Surther smprove the'will

In micsing. I o ant toSuSUTE 'FOU Lhil B Fe-
poxied dil] xithin wiw parammiers outlowd
in this letter will have the Administratiom's
SUpPOTL.

Binceraly yours.
Savxs . Mrusx I
Director

Mr. BORTGR. Mr.®peaker, ] yield:S
minutes ‘to the geritlermsn Trom ‘New
Mexico, Mr. MANTEL LUK, ‘the rank-
ing oty member WY “the "‘Commit-
tee ‘on Beiemce, Bpare, .ant “Technolo-
€y, o of the principal architects af
this tegishrtion.

I-would'like to take this qppartunity
to commend .the gentieman JYor his
firre leadership on thislegislation.

Mr. TUJIXNK. 7] thark the gerfleman
for_yieldirng me This dime and Jarthase
kinll remafks.

Mr. ‘Bpeaker, 11 fise Jv mjpport .of
H.R 135, as amenfed by the Saience,
Spsce, and “Technology LTommitiee.
This hill is the product ol extensive
negdtidtions with the administration.
the Committee on Government Oper-
ationrz syl ‘the Scienre ‘Cormittiee.
H.R. 145 seeks to focus the civil agen-
cies'sitsention on the nee for compui-

© er security trairing =n8 vost-effective

proosdures Nor -protectiny wsensitive
Government ’informetton ‘frorr mnsu-
Thave expressed strong Jeeervation.
in dhe past, with Farious provisions in
the -bill, &% .intyodiced. The il) essab-
lished within the Natiorm! Bureau of
Standards TRBE], the authorits so de-
velop computer security guidelines and
standards for vivii sgencies. 1 fee)
strangly ‘that This should e Sone A&ith
full knowiedge &nd rexiew - sf any and
all -existing Federal eiforts in this
area. Whether it be within the classi-
fied s<community. sor mol. mibetantid}
taxpaver-dchiare kave.gone toxzrd cre-
ating a weslth oY ‘technicd] informs-
tion on computer security measures.

- .0ut “ithe Jdaft aand noumx what dhe

quivas, this sheefid nawerdee donemith-

tright hand is dotng.™

To further.enhance mm!oden! £o-
operatian, ‘thye T0th ‘Wationl Comput-
«er "Security ‘Conterence, “sponsored oy
»NSA and NBS, will be held Septentber
.212¢. 1987. Thre theme of ‘this years
.corfference %45 “Computer "“Secury—
.from Principles to ®ractices™ “This
corference sheul wssist %in “bringing
stogether, yvit -orily Wederd] agencies,
but also State ant Booal governments.
.the -privete sector and -scalemia in s
setting tArat encoursges the Ehmring of
teemmical informmtion ant expertise.

M. Bpeakar, ‘this &ill addresses the
Jeed tC SECUIT mensitive Hofornmtion.
‘This is distinct :froam duf aarmstion fhat
1is elearly amnder the cinssified xnbrel-
Ja. Neveriheless, dhere may & fn-
stances swhen a Fedeml agency wr &
Pederal computer gystem -may involve
the -use -6f .classified and nenclessified
swinfformationn. Under such oircum-
wstances, H.R. 145 gives authority to
HLgency heads to-eleet sthe more secure
wiandards, 50 as to eliminate the need
tior dual securtry proeedures.

As ihe {ine points of this legiziation
thave been worked out -ever the gast
ssevere] -months, J surge my collesgues
110 support .passage of this legislatian 4
wbelieve it will assist in raising comput-
er.aecuriiy precedures “yp the dsdder”
+0f priorities iu the JFederal .cixilian
wgencies. )

Mr. ROE. Mr. Rpesaker, I yield.2.min-
wites to the gerfleman from Kansas
A[Mr. GLICEMAX].
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Mr.-OQLICKMANR. M: Speaker, 4he
ill befare us.todgy is the product af 2

VeEr’s WoTk by 'twe commitiees. as WeD
as'the teagdership provided 'by the gen-
tleman from New Jersey TMr. ‘Ror).
the gentleman %rom “Texas ‘[Mr.
Brooxs]. ®he gentleman ‘from "New
York [Mr. Borrexl -anc rthe gentie-
<nan TromKes Mexioo Br. Liovan?.

Al ©f ‘thesr gentieamn Heserve
sreel dezl-0! praise tdsy for getting
#r:is bll! o' theYiopr.

The treed. Hor tH.R. 185 wes Zirst
#identified ir. hearings held mimost ¥

Jears sgc. Al -the! trme, we nated it
lhe Feders! Government chad become
gotally dependent er automssed infor-
amation sysiems to perform s multi-
aude 0! .essential servioes. Further-
amore. the :dinlarmation stored .in Gow-
<“ernment .computers &and .lransnitsed
OVEr various communicalions nelwarks
ds vulnershle 20 unauthorized access
®nd disclosure Y¥raudulent manipuls-
tion. and disruption. The situation was

Ser. mmmmrm

..mhamﬁw”m us

sstullies ‘have _fhown, ‘they mre .the
greitest prolilem It s mot Ghe aauoh
Jpublicized "hacker, wofking t» Jpene
itrate from the utaide. Rather. it Jds
*the insider, she one arhs slready bhas
authorized, that -causes the greatest
<damage, {0 prastise.

Xet. a5 @ve Jearned Jrom GADS

surrey L 26 CoOmPpuUter 4vstoms, Lhere
ijs very ditthe formatised -effortamade 40
sreach these dndividualx. Lo make them
aware wf gyalem wulnerebiiities mnd
the impartanpe &f enhancing sexuwity .
Lhe purpose wf &R e ks o0
:gtrengthendhisdink. Jt toes thisdy os-
itablishing a mesoarch pregram =t thr
iNational Bursau of Riauntiards simed
at diseelgping pulilame Yor mume Wy
gennies in SIrBUring SNnpoter eecu-
ity = wareness Wsiking prograuss gor
their empioyess. it mizo yequires that
such arsining be given Pperiodiodlly -in
wach agenos.

The bill €ive.vstdVlishresa Foonlpoint
within the OGovernmemt Jordevelaping
comptier system secufity -standariis
antl guidétines To protect ancisadifield,
bt sensiti ve. iirif ormetion. “The ergetii-

wzafion Jecstion -0f ‘this Yood] point 4s
tthe Ndtional Buresu v Stanéards.
+The meed for this prodigion was-preci-
wisted oy Watiorml Becurtty Pecision
Directive 145, w-itrective issued by the
iPresident dbout B yexrs wgo. The pur-

. 2pose @l 'NSDD-H5 waste deslbroafly

with Government computerseeufity. -
willely recogrizell prdblem. "The ‘tmmie-
merting means*is an interggenty-com-
mittee invested w*ith ‘the suthority to
issue “Governmeritwitle ~policy -=nd
guidance.

Both sommiittees he#ld “hrearings on
the implicetions Jf 'WSDD-1465. "Bot:
rcondiuded ‘that -thoygh There &5 2
tlear need Yor ttetter cenmtnilized fleall-
£r3hip in‘this ares, ‘tire sparticiiar Yor-
snula in NSDD-145—which.favars the
mititery—is‘tmapproprigte ‘for‘harmling
civilian needs. For this Teasan. ‘'HR.
1145 -establishes » ¢ivll counterpart ‘to
«develop pdlicy an@ gdidance Yor pro
fecting uncrassifred, wensitive tn!orms
&ion.

Mr 8pexker. T ‘bdlieve we ‘hatve
ampie:evidence oY v #isaster walting to
shappen ‘in the Peterdl sector. T thirk
wirtuglly «ll Menibers ‘agree with the
wmeed 1o strengthien our overxll posture
in %the -computer security xrea—= siso
Weel'we'have un xeceptible and cost-€7-
feclive vehidle for Qedling “with “the
Hroblem.q greepassage v HR IS,

Mr. 8pedker, ®oefore I ©lose. ‘in addi-
tion “to ‘tharikiny “tire "‘Wrenibers ‘thxt 9
did today. I wish Lo thank *thewmzjori-

e —————-
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T 8denee, re. and Technology, B0 DOuous way. L T ,
with ti mu{! urge passage  MNr. HORTON. Mr. Speaker, 1 com-
ofthebnml. - [ "+ . .. mend the biik it is & landmark piece of

] M. WALGREN. Mr. Speaker, | fise in sup-

. port of HR. 125, the Computer Security Act of
1967. -This measurs, whch assures civiian
control of the computer systems Of gCivilien
P'ogrm-ummurmd\hard\\uton
Npﬁdhmmww
erabons. The Subcommittee on Transporta-
tion, Avigtion, and Materials, 8nd my own Sub-
commitiee, Scienca, Ressarch and Technolo-
I gy.- | want © M. GUCKMAN, the

legislation. . .
Mr. Spesker, 1 have no further

quests for time, and 1 yield back the

balanoce of my time. ,

Mr. ROE. Mr. Speaker, I have no
further requests for time, and I yleld
‘back the balance of my time.

The SPEAKER pro tempore (Mr.
GeraY of Illinois). The questiop is on
the motion offered by the gentleman
from New Jersey {Mr. Ror] that the
House suspernd the rules and pass the
bill. H.R. 145, as amended.

The question was taken; snd {two-
thirds having voted tn favor thereol)
the rules were suspended and the bil],
as amended, was passed

A motion to reconsider was laid on
the table.

GENERAL LEAVE

Mr. ROE. I ask unanimous consent
that all Members may have 5 legisla-
tive days in which to revise and extend
their remarks on H.R. 145, the bil} just
passed.

The SPEAKER pro tempore. Is
there obje-tion to the request of the
gentleman {rom New Jersey? -

There wa; no objection.

CONGRATULATIONS TO MON-
TANA U.S.A. WRESTLING TEAM

(Mr. MARLENEFE amsked and was
given perm:ssion to address the House
for 1 minute.)

Mr. MARLENEE. Mr. Speaker, we
have wilth 1us today the Montans
V.8.A. Wrestling Team.

Tomorrowx this team., afier much
ong &nd arduous training andé prac-
tice. will be traveling o the Sotviet
Union; &ané there they will be chal-
lenged by teams from all over the
Soviet Union.

They are our ambassadors. They are
clean cut, vigorous vouths of Montansa
and of thic Nation, and we are proud
of them:.

I wish them well when they go over
there. The Russians are hard to pin.
but I hope that vyou pin them down
and come back with some medals.

Congratulations to the team.

%
s
%
:

HR. 145 addresses these security prob-
tlems. The measure assigns the Nabonai
. Bureau of Standards [NBS] the responsibility
' for developing. with the hep of the Natona!

Security Agency, standarde and gudehnes, for
the cost-effactrve security and privacy of sen-
sittve information in unciassifiec Federal com-
puter systems. The bt also requires al' opere-
tors of Federal comoputer systems that contain
s sensitive informabon to estabiish compuler se-
1 curity plans. Furthermore, it mandates penodic
training sessions, administered by the Office
of Personnel Management [OPM;], tor alt Gov-
emment and Government contractor empioy-
ees who manage, use, of operate these com-
puters. Let me emphasze thet H.R. 145 as-
sures chvilian control over computers in Fede:-

al civikan agencees.

Py
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ectarks - ung. ~ibonpde ° bt
Mr. ' MOODY. Mr, £ L, et
tary 8huite recently that he ha
no intention Bf “passing the " hat

among U.8. allies for financial help i

'keepmcﬁuppuuhnesopenm’th

Persian OQulf. - - -

On June 13, Secretary Shults tol
the Los Angeles Times *“The ides ¢
the United States going aroun
(abroad) getting contributions for th
support of our Navy just has n

ap

Mr. Speaker, contrast the BSecre
tary's remarks here with the record ¢
his top aide, Elliot Abrams, of active!
and vigorously soliciting contributior
abrosd for the Nicaraguan Contras.

Secretary Abrams, as we all no
xnow, traveled to London under an &
sumed name to meet with the Bults
of Brunei and provide account nur
bers for Colonel North's Swizs ban
sccounts. Then he Hed to Congres
about it.

1 am concerned thsat this administre
tion., and particularly GSecretar
Shultz, wants 1o go along when the ac
tivity is legal, as in the Persian Gul
without seeking the active comimnl:
ment and cooperstion of -our allie:
But when the administration wants t
conduct foreign policy clearly in cor
flict with the will of Congress snd ou
country’s laws, as in Central Americ:
it tinds our foreign friends convenien
sources of funds. ’

Apparently, passing the hat to carr
out foreign policy 15 OK {if the activit
is illegal, but 1t is not if it is legal

This double standard shows disdai
for our all.es and contempt for Cor
gress at a time when the administr:
tion badly needs the support and coo;
eration of both.

The Los Angeles Times article re
ferred to:

[From the Los Angeles Times. June 13,
19871
U.S. Won't Pass THX HAT POR PATROLS IK
QGuULr, SHULTI BAYE

ANCHORAGE. ALASKA —Secretary of Siat
George P. Shultz. in an implied rebuke 1
congressional criticc of Administrato
policy on the Persian Gull. said Priday th:
the United Siatet has no intention of see}
ing funds from Japan or nations i Wester
Europe to pay part of the cost of keepin
the gulf open to shipping.

Shultz. ob the first leg of & 71.575-mi
flight from a North Atiantic Treaty Organ
zation foreign ministers meeting in Icelan
to tslks in the Philippines. said, “The ide
of the United States going sround gettin
contributions for the support 8f our Nav
4ust has no appeal. We dont have to d
that”

Shultz spoke to reporters before his ai
craft made & refueling stop st Elemdor! A
Force Base near Anchorage.

N ey e rag  wpugsee e e —aee
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